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Spam and Virus Reports

Spam and Virus Reports

Incoming Spam Counts

This report tells you the number of spam messages which were received at different tolerance levels
for a specific domain (at the domain admin level) or all domains on your server (at the system admin
level). Note: Not all reports are available for users and/or domains. Consult your system or domain

administrator for report availability.
The following report items are available:

* Day - The specified amount of time that the report data falls within.

* Low Spam Messages - The total number of messages received with a low spam tolerance
level.

* Medium Spam Messages - The total number of messages received with a medium spam
tolerance level.

* High Spam Messages - The total number of messages received with a high spam tolerance
level.

* Total Spam Messages - The total number of messages received will any spam tolerance level

assigned to it.

Outgoing Spam Counts

This report tells you the number of outgoing messages that were blocked due to spam for a specific
domain (at the domain admin level) or all domains on your server (at the system admin level). System
administrators can use this report to determine if the server is sending out a large amount of spam.
Note: Not all reports are available for users and/or domains. Consult your system or domain

administrator for report availability.
The following report items are available:

* Day - The specified amount of time that the report data falls within.
* Blocked Messages - The total number of messages that were sent and blocked as spam. Note:

The system administrator must enable outgoing spam checks or this report will not contain data.

Incoming Spam Percentages

This report tells you the percentages of spam messages which were received at different tolerance
levels for a specific domain (at the domain admin level) or all domains on your server (at the system

admin level). System administrators may use this report to adjust spam weight settings. For example,
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if the system administrator notices a large percentage of medium spam messages, it is highly likely
that these messages actually are spam. For this reason, the system administrator may want to adjust the
spam weights so that many of these messages will be marked as a high spam tolerance level in the
future. Doing so may decrease the amount of spam delivered to users' inboxes. Note: Not all reports
are available for users and/or domains. Consult your system or domain administrator for report

availability.
The following report items are available:

* Day - The specified amount of time that the report data falls within.

* Low Spam Percentage - The total percentage of spam messages received with a low spam
tolerance level.

* Medium Spam Percentage - The total percentage of spam messages received with a medium
spam tolerance level.

» High Spam Percentage - The total percentage of spam messages received with a high spam
tolerance level. Total Spam Percentage - The total percentage of spam messages received with

any spam tolerance level assigned to it.

Outgoing Spam Percentages

This report tells you the percentage of outgoing messages that were blocked as spam for a specific
domain (at the domain admin level) or all domains on your server (at the system admin level). Note:
Not all reports are available for users and/or domains. Consult your system or domain administrator

for report availability.
The following report items are available:

* Day - The specified amount of time that the report data falls within.
* Blocked Messages - The total percentage of outgoing messages that were sent and blocked as

spam.

Greylisting

This report tells you the number of connections which were allowed and delayed due to greylisting for
a specific domain (at the domain admin level) or all domains on your server (at the system admin

level). Domand and system administrators may use this report to verify that greylisting is working.

Note: Not all reports are available for users and/or domains. Consult your system or domain

administrator for report availability.

The following report items are available:
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* Day - The specified amount of time that the report data falls within.

» Allowed Connections - The total number of messages that passed greylisting and were
delivered to the mailbox without delay.

* Delayed Connections - The total number of messages that were delayed due to greylisting.

» Total Connections - The total number of connections made to a particular server (i.e., SMTP,

POP, IMAP, etc.)

Viruses

This report tells you the number of viruses which were received through email for a specific domain
(at the domain admin level) or all domains on your server (at the system admin level). Note: Not all
reports are available for users and/or domains. Consult your system or domain administrator for report

availability.
The following report items are available:

* Day - The specified amount of time that the report data falls within.

* Viruses - The total number of viruses that were detected from incoming mail.

Cyren Premium Antispam

This report tells you the number of messages that the Cyren Detection Center classified as potential
spam on your server. System administrators may use this report to verify that the Cyren Premium
Antispam add-on is working, to gauge the amount of spam coming into the server and more. Note: Not
all reports are available for users and/or domains. Consult your system or domain administrator for

report availability.
The following report items are available:

* Day - The specified amount of time that the report data falls within.

¢ Confirmed - The number of messages the Cyren Detection Center confirmed as coming from
known spam sources.

* Suspected - The number of messages the Cyren Detection Center suspected might be spam
because they were sent to a slightly larger than average distribution.

* Bulk - The number of messages the Cyren Detection Center deemed as sent in bulk. Note:
Newsletters or mailing list messages may be included in this classification.

* Not Spam - The number of messages the Cyren Detection Center deemed were not spam.
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Cyren Zero-hour Antivirus

This report tells you the number of incoming messages that the Cyren Detection Center flagged as
containing potential viruses. System administrators may use this report to verify that the Cyren Zero-
hour Antivirus add-on is working, the number of viruses coming into the server and more. Note: Not
all reports are available for users and/or domains. Consult your system or domain administrator for

report availability.
The following report items are available:

* Day - The specified amount of time that the report data falls within.

* Virus Result - The number of messages in which the Cyren Detection Center confirmed they
contained a virus.

* High Result - The number of messages the Cyren Detection Center deemed have a high
likelihood of presenting a virus threat.

* Medium Result - The number of messages in which the Cyren Detection Center found a
probable threat of viruses.

* Non-virus Result - The number of messages the Cyren Detection Center confirmed did not
contain viruses.

* Unknown Result - The number of messages in which the Cyren Detection Center could not

determine the threat for viruses.

Message Sniffer

This report tells you the number of messages that Message Sniffer classified as potential spam on your
server. System administrators may use this report to verify that the Message Sniffer add-on is working,
to gauge the amount of spam coming into the server and more. Note: Not all reports are available for

users and/or domains. Consult your system or domain administrator for report availability.
The following report items are available:

* Day - The specified amount of time that the report data falls within.
* Confirmed - The number of messages Message Sniffer confirmed as coming from known
spam sources.

* Not Spam - The number of messages Message Sniffer deemed were not spam.
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