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Automating Login to SmarterMail
Companies using SmarterMail can easily automate user entry into the mail application by configuring
the auto-login functionality. The HTML code shown below demonstrates how you can make a text
link on a website (e.g. "Log into your mail") that automatically logs a user in to the SmarterMail site.
By putting this hidden form on a simple web page, you can fill in the "Domain", "Email Address", and
"Password" information by hard-coding the data or through a scripting language like ASP, ASP.Net,
or ColdFusion. This implementation of auto-login works seamlessly across domains, so the two
applications do not have to be hosted on the same server.
Some notes about the example code listed below:
We have the form values set to generic text (e.g. "USERNAME_GOES_HERE") to show where you
would hard code values that are submitted to the login page. You could also dynamically generate
these values using a scripting language like ASP or ColdFusion. A sample ASP script would substitute
var domain = "USERNAME_GOES_HERE"; with var domain = "<% =email %>" .
The form action shown, https://DOMAIN_GOES_HERE , uses the default location of the Smartermail
Web Interface. If you have created a separate web site for Smartermail or if you assign a different IP
address for Smartermail within IIS, this action would have to be altered to reflect this change. For
example, a modified form action might take the format of https://mail.smartertools.com . In addition,
this code assumes that your SmarterMail site is secured with SSL/TLS. If it is not, be sure to change
the var domain URL from https to http.

Auto-Login Sample HTML Code
<!DOCTYPE html> <html> <head> <meta charset="utf-8"> <script> function
autoLogin() { var domain = "https://DOMAIN_GOES_HERE"; var username =
"USERNAME_GOES_HERE"; var password = "PASSWORD_GOES_HERE"; var xhr = new
XMLHttpRequest(); xhr.open('POST', domain + '/api/v1/auth/authenticateuser'); xhr.setRequestHeader('Content-Type', 'application/json;charset=UTF8'); xhr.onload = function() { if (xhr.status === 200) { var success =
JSON.parse(xhr.responseText); if (!success.success) { var res = "";
if(success.message) res = success.message else res = success.status
document.getElementById("errors").innerText = res; return; }
window.location.href = success.autoLoginUrl; } else {
document.getElementById("errors").innerText = failure.message || failure; }
}; xhr.send(JSON.stringify({ username: username, password: password,
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retrieveAutoLoginToken: true })); } </script> </head> <body
onload="autoLogin()"> <div id="errors"></div> </body> </html>

Gateways and Other Server Roles
Please note that SmarterMail was designed to support one server in several of these roles. For instance,
one server could act as an Inbound Gateway, Outbound Gateway, or Backup MX.
SmarterMail can also take on one of these roles when placed together with a competing mail server
product. For example, using SmarterMail as an outbound gateway on a server other than your primary
mail server may help to resolve problems with stability of other mail server software products.

Primary mail server
• Use for storing email for defined users.
• Accessible through POP, SMTP, IMAP, and over the web.

Backup MX Server
• Use as a backup for mail delivery in case of short amounts of downtime or delivery problems
on your primary mail server. See more on the Backkup MX Servers page of Help.

Inbound Gateway server
The FREE, one-domain version will suffice for virtually all environments.
• Use to host third party anti-virus and/or anti-spam software products in order to reduce load on
primary server.
• Reduces load on primary server by managing all incoming sessions and performing
abuse/intrusion detection.

Outbound Gateway server
The FREE, one-domain version will suffice for virtually all environments.
• Use as a delivery mechanism to reduce load on your primary servers.
• Also use as a method to combat blacklisting. If the server gets blacklisted, rotate the primary
IP on the network card to a different one to send out on the new IP.

SmartGateway server
The FREE, one-domain version will suffice for virtually all environments.
• Use as a delivery mechanism to balance the load on your gateway servers.
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Backup MX Servers
A Backup MX Server is a mail server that will store (spool) your incoming email if your primary mail
server becomes unavailable. A mail server can become unavailable to receive incoming mail for a
number of reasons. For example:
• Hardware or software failure
• Very busy and unable to receive new incoming connections, or emails
• Network connection is down or saturated
• Network routing issues can also cause your mail server to become unavailable

Case 1 - No Backup MX
If you do not have a Backup MX Server, the following conditions may occur:
• Email will be bounced (Returned to Sender).
• Your (inbound) email will cause a backup in the originating mail server's spool.
• Service Timeout. Depending on the Retry attempts by the originating mail server, your
mailboxes may never receive their incoming email.
• Users do not understand bounce messages. To most users, bounce messages are unreadable, so
when they can't send an email, they do not try to resend.

Case 2 - With a Backup MX
How Email works when a Backup MX Server is involved:
• User sends an email to 'user@example.com' (a mailbox hosted by your SmarterMail Server)
• Their mail server looks up the MX Records for 'example.com' and finds two:
• IP: x.x.x.x Weight: 10
• IP: y.y.y.y Weight: 20
• Their mail server first attempts to connect to: x.x.x.x
• Connection fails, which could be caused by any of the above conditions
• They try to connect to the secondary MX record: y.y.y.y
• They successfully connect to this server.
• Email transmission begins, and the Backup MX Server receives the email into its spool.
• Since there are no existing local domains on this server, SmarterMail stores this email in its
spool.
• Based off of the Retry Attempts, SmarterMail will continue to try and make connections to
your Primary Mail Server.
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• SmarterMail will only make 4 retry attempts. It is recommended that you set the last attempt to
a longer timeframe, i.e., 24 hours (1440 minutes)
• This way SmarterMail does not send a Bounce Message to the originator saying that it could
not deliver the message, before your Primary Server is back online.
• If your Primary Mail Server comes back online before the final Retry Attempt, you can reset
the Retry Counts on all messages in the spool. This will force the Backup MX Server to try
forwarding all existing mail in the spool back to your Primary Mail Server.

Configuring SmarterMail as a Backup MX Server
In the event that the primary mail server goes down, System Administrators can set up SmarterMail to
function as a backup MX server to ensure users continue to receive incoming email messages. When
the primary mail server cannot be contacted, email servers on the web will attempt delivery to the
backup MX server. When the primary server comes back online, the backup MX server will deliver all
held email.

Set up of the primary mail server
Follow these steps on the primary email server to ensure that it's listening on the appropriate IP
address(es):
• Log in to SmarterMail as a System Administrator.
• Click the Settings icon.
• Click on Bindings from the navigation pane on the left.
• Click on the Ports tab. A list of ports will load in the content pane. By default, ports 110, 143
and 25 are already set up. If necessary, add any alternative ports you may need SmarterMail to
listen on by clicking the New button.
• Click on the IP Addresses tab. A list of IP addresses will load in the content pane.
• Click into each IP address you wish to listen on, and place a check in the box for the
appropriate port. Click Save . Your server is now set up to listen on the selected ports for the IPs
they have been added to. NOTE: You can only edit one IP address at a time.
• Click on Antispam from the navigation pane on the left.
• Click on the IP Bypasses tab.
• Click New .
• Enter in the IP address of your backup MX server. Adjust the Bypass spam checks and Bypass
greylisting options as necessary. If Bypass spam checks or Bypass greylisting are enabled, your
primary SmarterMail server will perform IP based spam checks or greylisting against the
original sending server and not the Backup MX.
• Click Save .
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Set up the Backup MX server
On the SmarterMail installation that will be configured as your backup MX server, follow these steps
to get the backup MX set up:
• Log in to SmarterMail as a System Administrator.
• Click the Settings icon.
• Click on Gateways / Failover from the navigation pane on the left.
• Click on the Incoming tab.
• Click New .
• In the Gateway Mode field, select Backup MX from the list.
• Type the IP address or IP range in the appropriate field for the mail server you're creating the
backup MX for. (Typically, this is your primary mail server IP or IP range, which was set up
above.)
• Adjust the SmarterMail Gateway and Spam settings as necessary. (Enable the SmarterMail
gateway mode if the primary mail server is a SmarterMail installation, as this setting is what
allows you to enable User Verification, which will ensure the user exists before the backup MX
server attempts to deliver mail for that user back to the primary.)
• Click Save .
• Click on General in the navigation pane to the left.
• On the Spool card and change the Retry Intervals setting to 10, 10, 10, 1440.
• Click Save .
• In your primary DNS configuration -- whether it's managed locally or via your web host or
DNS provider -- add secondary MX records that point to the new server's IP address. Be sure to
set the preference value higher than the main MX record.

Locking Down Your Server
Security is an ever-growing concern to business small and large. Because email servers are constantly
under attack, SmarterMail has many features built into it to protect you. This topic explains steps you
can take to protect yourself, your users, and your investment.

What is Security for a Mail Server?
The word security has many meanings. SmarterTools' opinion is that mail server security is comprised
of several types of protection:
• Protecting your data
• Protecting your users
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• Protecting your service availability
• Protecting others on the internet
Below are some "Best Practices" for maintaining a locked-down server, one that can withstand the
constant abuse that mail servers are subject to.
• Update SmarterMail regularly
• Disable catch-all accounts
• Restrict bounces and auto-responders
• Require SMTP authentication

Update SmarterMail Regularly
SmarterTools is constantly working to improve SmarterMail and make it even more resistant to
attacks. It is recommended that you keep your copy of SmarterMail up to date in order to stay
protected.
Major and minor SmarterMail version releases are announced on our social media pages as well as the
News items on the Support Portal . Email notices are sent to SmarterMail customers who are
subscribed to receive these notifications. You can manage your mailing list subscriptions at My
Account .

Disable Catch-All Accounts
Catch-all accounts were popular in the past because of the flexibility they offer to a domain
administrator. All an administrator had to do was add a catch-all account, and any mail that was misdelivered would drop right into his mailbox. When catch-alls were most popular, spamming methods
were not as sophisticated, and email harvesting attacks were not so prevalent.
Today, however, mail servers get attacked every minute of every day. Spammers assault email
domains with thousands of spam messages sent to different email accounts in the hope that they will
strike a hit to verify that the email account exists and to deliver another spam email.
In addition, if the catch-all user has an auto-responder enabled, the problem can be doubly harmful.
Spammers rarely use their real email address, so if your user auto-responds to each of the thousands of
messages above, and they happen to go to a large email provider, you will likely end up getting
blacklisted as a spammer yourself.
As you can see, allowing the use of catch-all accounts exposes you to many types of abuse.
SmarterMail allows catch-alls because it is expected in a mail server, but to lock down your server, we
recommend the following procedure that will disable catch-alls:
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• Alert your users that catch-alls are being disabled.
• Click on the Domains icon and edit the desired domain.
• Click on the Configuration tab.
• Disable Catch-All Alias .
• Click Save .

Restrict Bounces and Autoresponders
Email Bouncing occurs when delivery failures occur or a mailbox is full. A brief explanation of the
error is sent back to the original sender of the message. Before spam became such a problem, this was
usually not an issue. Today, however, spammers will sometimes spoof known spam trap accounts at
places like SpamCop as the sender of the message. Thus, when your mail server bounces the message,
the bounce ends up in the spam trap. Enough of these, and you'll be blacklisted.
The exact same is true for autoresponders that reply back to spoofed spam email.
SmarterMail allows you to restrict bounces and autoresponders to only those accounts that pass SPF
checks, or to disable them entirely. SPF verifies that an email is not spoofed, and most of the serious
spam trap accounts out there have SPF set up. To require SPF for bounces and autoresponders, do the
following:
• First, alert your users of the new policies being put into place. Then you can make the
necessary changes.
• Click on Antispam in the navigation pane and then the Options tab.
• On the Options card , change Autoresponders to either Disabled or Require message passed
SPF .
• Change Content Filter Bouncing to either Disabled or Require message passed SPF .
• Click Save in the content pane toolbar.

Require SMTP Authentication
SMTP Authentication is an unspoken requirement of domains on modern mail servers. Any domain
that does not have Authentication enabled is at a serious risk of being a relay for spam. Spammers will
try thousands of email accounts until they find one to send through, and if Authentication is not
enabled, they will be able to use up your bandwidth and system resources to send mail.
Enabling SMTP Authentication ensures that users must supply credentials to send email from your
server. This requires a change in their email clients so that the account information gets passed in
SMTP, so there is often a bit of a learning curve. This process is necessary and important to protect
your server, however, and without you are open for abuse.
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To require SMTP Authentication for a domain, do the following:
• Alert your users of the change they will need to make to their email client. Due to the nature of
this change, it is wise to give them a fair amount of warning.
• Click on the Domains icon and edit the desired domain.
• Click on the Configuration tab.
• On the Security card , enable Require SMTP Authentication .
• Click Save .
It is also recommended that you update this setting in the default domain settings so that all new
domains will require SMTP Authentication. In addition, to further secure the use of SMTP
Authentication, you should ensure that "Require Auth Match" is set to Domain or Email Address for
all domains. This means that a sender's "From" address much match the SMTP authentication address
or domain, making it more difficult for users to spoof addresses. This can be done under the SMTP In
tab of the Protocol Settings.
To apply this setting to all domains on your server at once, use the Domain Propagation page in the
Settings menu.

Changing the System Administrator Login
When installing SmarterMail for the first time, you will be required to create a System Admininstrator
password during the setup wizard. However, there may be times when you need or want to change
this. Here's how to do this.

Instructions
• Login as the administrator with the current login.
• Click the Settings icon .
• Choose System Administrators in the navigation pane.
• Click on the Options tab and double-click on the Primary Administrator or right-click and
choose Edit.
• Enter the current password for verification.
• Enter a new and password (If changing the username as well, avoid using an email address for
the username).
• Click on Save .

Resetting an Unknown Login
For instructions on how to reset an administrator login when the current login is unknown, please see
the KB article How To Reset an Administrator Username and Password .

Additional Help Topics

Troubleshooting a Domain or User
There are times when you will need to access domain specific information or review the
settings/configuration of a particular user. SmarterMail offers System Admininstrators the ability to
impersonate users or Domain Administrators to accomplish these goals.
First things first: as a System Admininstrator, as long as "Allow domain management" and "Allow
impersonation" permissions were granted to your administrative account, you'll be able to assist with
any domain or user management duties that come up. In addition, the need to impersonate a Domain
Administrator is mitigated by having domain settings available to System Admininstrators with
"Allow domain management" permissions. When managing a domain, System Administrators will
have tabs available when managing a domain that mirror the same settings seen by Domain
Administrators. Therefore, while it's not necessary to impersonate a Domain Admininstrator, it is
definitely possible.
There are a couple of different ways to impersonate a user...

Using a Domain's Accounts Tab
If a System Administrator has the proper permissions, when they manage a domain they'll see tabs that
represent all of the settings that domain's Admininstrator has access to. One of these tabs is the
Accounts tab. Here, a list of all that domain's users is displayed along with columns that display
certain pieces of information about each user. One of those columns is labeled Type . If you need to
impersonate a Domain Administrator, look for a user with the "Domain Admin" type. Simply select
that user then select Impersonat User by clicking on the Actions (...) button. A new browser tab will
open up, and you'll be taken to that user's settings. From here, you can click the Domain Settings icon
and see that all of that domain's settings. If you want to impersonate a specific user, you do the same:
Select that user, then select the "Impersonate User" option from the Actions button.
If you're unsure which account is the Administrator for a domain, the best way to impersonate that
Administrator is as follows:

Using Impersonate User
If you're sure of the account you want to impersonate -- that is, you have their username and domain -you can simply go to the Manage area and select Impersonate User from the navigation pane. A modal
window opens up and you can simply type their full email address (e.g., johnd@example.com) in the
email address filed, then hit the Impersonate button. Alternatively, you cna select the domain name
from the Domain dropdown, then type their username.
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When impersonating using the Impersonate User options, SmarterMail will ensure the account you're
typing in is an actual SmarterMail account before allowing you to impersonate it. So be sure to check
your spelling when typing in the username or full email address.

Modifying Scoring for the SpamAssassin-based Pattern
Matching Engine
System administrators can modify the scoring for the SpamAssassin-based pattern matching engine
using the local.cf file. However, this feature is only recommended for experienced system
administrators.
The local.cf file is placed in the service's SAData folder. It is used to override existing tests or to
create new tests supported by SmarterMail. Note: Any modifications to the local.cf file will not be
overwritten when installing a new version.

Overriding an Existing Test's Score
The most common modification to the local.cf file will be to override an existing test's score. For
example, if a system administrator notices a lot of spam messages getting into his users' mailboxes that
are failing a particular test, he may want to override a that test's score.
To do so, the server administrator would add something like:
score TEST_I_WANT_TO_OVERRIDE 1.3
Here score is the keyword used by the engine, TEST_I_WANT_TO_OVERRIDE corresponds to the
existing test they want to override and 1.3 is the new score.

Creating a New Test
If a system administrator notices a new pattern appearing in spam messages that isn't covered by the
default files, he may want to create a new test. This would look something like this:
body NEW_TEST /test/ #look for the word test in the body of the email score NEW_TEST 10.3
Here body is the keyword for determining the type of test, NEW_TEST is the name of the new test,
/test/ is the perl style regular expression that will be used while scanning the email, and everything
after the pound-sign is a comment.
The system administrator will also need to score the new rule so that it has some affect on the final
weight.
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Translation Guide
Upon installation, SmarterMail offers translations for over 15 different languages. While the majority
of the most popular languages are covered, there may be instances where a specific regional language
or other language isn't represented with our default installation. That's where the SmarterMail
translation files come into play.
SmarterMail includes an English language file that contains each word, phrase and sentence used in
SmarterMail. For every translation key, there is an associated text value, and each value would need to
be translated.
System Administrators, therefore, have the ability to either edit existing translation files to correct
errors or change the way something is referenced, or create entirely new translations using the English
language file that's provided. These new translations can account for dialects or colloquialisms,
making translation more friendly and usable for specific customers. Ideally, any changes, updates or
new translations that are created should be shared with SmarterTools. That's becuase with each update
we role out, the previous (unchanged) files will be used in the update process, overwriting any changes
made to the installed files. If we have current, updated translations, we can provide those along with
any updated Builds we release.

Creating a New Translation
To begin, navigate to the translations folder (the default location is C:\Program
Files(x86)\SmarterTools\SmarterMail\MRS\App_Data\Translations) and save a copy of the English
language file found there. Then, title the copy according to your locale abbreviation. (E.g., ZhTW.json for Taiwanese.) A list of the different locale abbreviations can be found here:
http://msdn.microsoft.com/en-us/goglobal/bb896001.aspx .
As you edit each language string in the new file, once you've saved your changes you can see the
changes immediately in your browser when you switch the interface language to your specific
translation.

Styling Notes for JSON Files
Note that some characters require special encoding to preserve the integrity of the JSON file. If you're
unfamiliar with this programming language, you can use an JSON editor to modify and validate the
file. If at any point your language stops showing up, there is likely a problem with JSON formatting.
Look at the items you just changed to ensure they don't have any invalid characters, missing commas
or mismatched tags. There are two important things to remember when editing the JSON file:
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• Avoid using double quotes when editing a line that already uses double quotes.
• Avoid translating any variable names, as these are used by the SmarterMail backend in order
to properly display information.
Here are some examples:
• If a string value includes quotation marks, use single quotes, not double quotes. For example,
these formats are acceptable:
TRANSLATION_KEY: "This is the translated text, and this is how 'quoted
text' should appear.", TRANSLATION_KEY: "This is more translated text, and
\"quoted text\" can also be formatted like so.", But this format will break
the file:
TRANSLATION_KEY: "This is translated text, and this is NOT how "quoted
text" should appear.",
• Any words within curly brackets {} should not be translated, unless those
words are encompassed by apostrophes. Here are 3 examples of how to
properly translate the variables:

• The following string should remain as is , since each word in this string is within the curly
brackets without accompanying apostrophes.
DISK_SPACE_WITH_PERCENT: "{{used | bytes}} {{percent ? ('(' +
(percent|number:0) + '%)') : ''}}"
• In the following string, each word is contained in the curly brackets.
However, because Alias and Aliases are encompassed by apostrophes, you
would need to translate only those words .
DOMAIN_MANAGEMENT_ALIASES: "{{count}} {{count == 1 ? 'Alias' : 'Aliases'}}"
• In the following string, both of and Used should be translated.
DISK_SPACE_USED_OF: "{{used | bytes}} {{total ? ('of ' + (total | bytes)) :
''}} Used"

When the Translation is Complete
Once you've completed your translation, you can validate the JSON formatting here:
https://jsonlint.com . Once it validates, PLEASE contact sales@smartertools.com and let us know.
We'd be happy to include your translation along with our installation files.

