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SmarterMail Help

Welcome to the SmarterMail Help System.

The tree menu on the left offers links to various pages that can help guide you through a
better understanding of what SmarterMail is and how it works. This documentation is also
broken down by role, and has pages that correspond to sections within the SmarterMail web
client. Reviewing these pages will help you use SmarterMail more effectively, and each page
is linked from within SmarterMail itself: either by clicking on any ? icons on modal windows,
or using the "Online Help" link that appears when you click on your avatar. Whichever
method you use, you'll be taken to the page in help that directly corresponds to the page

you're on.

At the top of each help page, there are links that will allow you to do various things: visit the
SmarterTools Community, browse the knowledge base, search through the help
documentation, print the page you're on, translate the page you're on, or view the entire help

as a PDF file.

If you need assistance beyond what's available in this documentation, feel free to contact
customer service . We also offer paid support options , or you can visit the self-help options

available from our portal : the knowledge base and the SmarterTools Community.

Common Help Topics for Users

» Logging in to my email account
 Sending messages

* Reading messages

Common Help Topics for Domain Administrators

» Adding new users
+ Adding email aliases
« Add shared resources (shared calendars, conference rooms, etc.)

« Configuring spam filtering
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Common Help Topics for System Administrators

» Adding new domains
» DNS configuration for a mail server
* Locking down your server

« Sending your first email to test your setup
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Getting Started

Now that you have SmarterMail installed, it's time to get things set up. Below is a quick
walkthrough that shows you how to add a new domain, how to add a new account to that
domain, then how to send a test message between users. After that, there are some helpful
links to additional help topics for things like adding new domains and users, configuring

antispam, DNS configuration, and more.

Free Installation Available!

If you're not quite to the point of getting SmarterMail installed, that's okay: SmarterTools
offers complimentary installation of any new license purchase! You should have seen that as
an option when you placed your order but if not, just email us at sales@@smartertools.com
and we can help get you scheduled. In addition, SmarterTools offers paid training to help get

you on your way to expert mail server management.

A Quick Walkthrough

With SmarterMail installed, it's time to set up a domain and send your first email. NOTE: Until
you have DNS set up, any mail sent from SmarterMail will be sent locally. (l.e., You can only

email yourself -- nothing is sent or received from outside the SmarterMail server.)

Adding Your First Domain
* Log in to SmarterMail using your system administrator username and password.
« Make sure you're on the Manage tab. (This tab generally opens by default.)
* In the left tree menu, select Domains .
* As we're adding a new domain, you'll want to use the New button in the content

pane. the Domain modal opens:e Fill out the information on the Domain modal:
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Domain

Hostname *

mail.

Folder *

C:\SmarterMail\Domains\

Domain Administrator Username *

Domain Administrator Password *

‘ Cancel ’

« Name - This is the domain name, plus extension, you want to add to SmarterMail. For
our purposes, we "used example.com".

« Hostname - This will be set up automatically using "mail." as the domain prefix for
your SmarterMail webmail login URL. Using "example.com”, our hostname is
"mail.example.com” and the webmail login would become "http://mail.example.com”.
This can be edited as needed, but it's recommended that you leave this as the default.
« Folder - This, too, is set up automatically using the default path for the domain folder.
Again, this can be changed as needed, but it's recommended that you leave this as the
default.

« Domain Administrator Username - As a system administrator, you need to add a
primary domain administrator for each domain you set up in SmarterMail. If you're also
going to be a user of the domain, you can use your own account as the primary
domain administrator and use SmarterMail just as everyone else does, you'll just have
some additional Settings that others won't. (Name, you'll have access to Domain
Reports and Domain Settings.) If this is one of many domains you're adding, you can

use a generic username such as "domainadmin" or, for the sake of brevity, "dadmin".
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« Domain Administrator Password - This is, of course, the password to use for the
username created above.
« Your filled out modal will look something like this:» Once you're happy with it, be sure

to Save the changes you've made in the modal.

Domain

Name *
example.com

Hostname *
mail.example.com

Folder =

C:\SmarterMail\Domains\example.com

Domain Administrator Usemame *

danh

Domain Administrator Password *

‘ Cancel ‘

Congratulations! You've added your first domain in SmarterMail. Your Domains page should

now show something like this:

‘ New ’ Delete ‘ : ’ Q_ Search
- MAPI &
E] Domain = Enabled Users Aliases Manlmg EAS. EWS Mesjsa.ge Disk Usage
Lists Mailboxes X Archiving
Mailboxes
example.com 1/1 1 /o o0 /oo o
O (] 00 0/1000 0 0/ 0 0/
25 Rows v

Logging In To Your First Domain

Now that you've added your domain, you can log into it as the domain administrator. As your
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DNS may or may not be set up yet, the easiest way to login as the domain administrator for

the new domain is this:

« Staying on the Domains area, select the domain you just added to open its details.

* Using the Accounts tab, right-click the domain administrator account you just created
and select Impersonate User from the menu. This will log you in as that user on the
domain you just added to SmarterMail.e You will initially be logged in to that domain
administrator's account settings. However, what we'll do next requires you to be in that
domain's settings, not the domain administrator's settings. So:

« Use the Settings menu at the top of the page and select Domain Settings from the
dropdown.s Once selected, the Accounts page will be opened, and you'll see the

domain administrator account listed on the Accounts tab. From here, we'll add a new

account, then send a test email.

Manage Reports Settings

¢ example.com

Spool Options [N<LICE General  User Connections  User Statuses  Content Filtering  Events  Password Requirements  More v

User Connections .
Users Aliases
User Statuses
1 /100 0 /1,000
IP Connections
New : Q_ Search

Account = Name Type Enabled Last Login Disk Usage

IDS Blocks

Domain Defaults

User Defaults danh Primary Administrator (] N/A 0 /1000 MB
Impersonate User

Impersonate User 25 Rows v Enable
Message Archive Search Disable

Troubleshooting Expire P ;
xpire Passwort

Reindex

Recalculate Disk Usage

Delete

D Email Calendar Contacts Tasks Settings ~ B New ~ Impersonating Q A D

Online Meetings

Profile

News Feeds WebDAY
Autoresponder File St
,,,,,, ile Storage NebDAV Link
Calendar R - http://localhost:17017/webdav IL]
Connectivity
Content Filtering Settings -
Webmail
Events Ren & ~— n
o o DonETREpoTS
Scheduling . 5 Delete Email Actio
Domain Settings
< Move To Deleted Items Folder v
Sharing
Signatures e | - 4 -
Disabled - Aria 14

Spam Filtering

danh@examble.com v
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Adding a New User to Your Domain

Since we're already on the Accounts tab in the domain's settings, adding a new account isn't
much different than adding in the domain administrator account you set up. You just need to

do the following:

« Use the New button to open the New User modal.s As you can see, the information
necessary is not much different than what was used to set up the initial domain

administrator account. For now, you just need to add the following:

New User

Usemame *

Authentication Mode

Password *

Confirm Password *

The new password must meet the following guidelines:

Does not match your username
Is at least 5 characters long

D Force password change at next login

‘ Cancel ’

» Username - This is what forms the email address for the user you're adding. So, if
"Dave Jansen" is the user you're adding, their username may be something like
"djansen” or "Dan.Jansen".

« Authentication Mode - For now, you'll be using a standard password for the user,

which is why, by default, you'll see "SmarterMail" listed here. That simply means that
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SmarterMail is responsible for the authentication of the user. In the future, you can
change this to something like Active Directory or, if you're really ambitions, you can use
a login External Provider. (But that's a bit more advanced and beyond what we're
covering here.)

« Password / Confirm Password - Yeah, this is pretty much what you think it is. The
difference here, though is that there are some basic, default password requirements
you'll need to follow. These are listed in red on the modal. System administrators can
set default password requirements for all users on the server, then domain
administrators can add on to those requirements if they so desire. Again, that's a bit
advanced for right now, but you can read more on that once you get into SmarterMail
a bit deeper.

« Force password change at next login - You can check this box if you want the user
you're creating to change their password when they initially log in to the SmarterMail
web client.« Once you're satisfied with the user information, be sure to Save your
changes.

» When you do, you'll be taken to the new user's Account settings. Here, you can
modify their account as needed, or you can let them edit their own settings when they
initially log in to the SmarterMail web client.

« However, if you select Accounts from the tree menu, you'll see both accounts you've

created listed on the Users tab. Now, let's complete our final Getting Started task:
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New User

Username *

Dan.Jansen

P o
onfirm Paseword *
conmim SSWOord

The new password must meet the following guidelines:

Does not match your username

Is at least 5 characters long

D Force password change at next login

‘ Cancel ’

Email Calendar Contacts Tasks Domain Settings ~ Impersonating Q A D

Users Aliases
2 /100 0 /1,000

Accounts

User Connections

User Statuses

Dele H
General New ‘ elete ‘ H ‘ Q_ Search
Chat Search [J Account = Name Type Enabled Last Login Disk Usage
Content Filtering [J danjansen  danjansen@example.com User (] N/A 0/1000 MB
Events

Primary 12/6/23 2:34 PM
Password Requirements (] danh danh Administrator o (Webmail) 0/1000 MB
Sharing
Signatures 25 Rows =

Spam Filtering

User Defaults

Sending a Test Email From One User to Another

Now that we have 2 new users set up -- the domain administrator and another user -- let's
try sending a test message from one to the other. As mentioned earlier, since DNS may not

be set up yet, sending this message will stay local to the domain, meaning it won't travel
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outside of the SmarterMail server. However, this will also get you familiar with the

SmarterMail web client.
To send a test email, do the following:

+ As you're already impersonating the domain administrator account you created,
simply select Email from the top menu. This will take you to the Email section of
SmarterMail.

« By default, you'll arrive at your Inbox . Chances are there's nothing in there, but there
will be soon.

« To create a new message, use the orange New button. This will open SmarterMail's
email compose window. This should look very familiar as it's just what the name
implies: a way to compose a new message that can be sent to anyone you choose.

« Start typing the username of the new user you just created in the To: field. You should
notice that SmarterMail already anticipates who the recipient of the message is using
its autocomplete functionality. You can select the suggested name or simply keep
typing out the address.

* Next, fill out the Subject of the message, then start typing in the message area.s Once
you're satisfied with your message, use the Send button to send it on its way.

« After the message is sent, you can impersonate the new account, just as you did when
you impersonated the domain administrator account.

» Briefly, you go to the Accounts tab for the domain, right-click on the username of the
account you want to impersonate, and select Impersonate User from the menu. This will
open up that user's mailbox in a new tab.

 Hopefully you notice a few things:
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t Edge O X

(D localhost:17017/interface/root#/popout/email/compose/ A
Cancel ‘ ‘ Save Draft ‘ 0] ‘ : ‘
To: danjansen@example.com @ Cc/ Bcc

Subject: Checkit out, Dan!

B i U & = Av A A £ & <> A @

= i=

v Ty

il
G

o -

Hey, Dan

Just got our domain set up in SmarterMail, and this is our inaugural message! Pretty cool, huh?!
I'll get everyone else added and we'll be up and running in no time.

Take Care

Dan "Hendo" Henderson
Your Friendly Neighborhood Domain Administrator

* There's a red 1 on that user's Email menu. That denotes there's 1 unread message.
(The one you just sent!)

» When selecting Email from the menu, you'll see that user's Inbox . It, too, will show a1
to the right of its name in the tree menu.

* You'll see the message you sent in that user's Inbox. It should be selected by default
and its contents show in the content pane.s That's it! You've successfully sent and

received your first email.
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1
Email Calendar Contacts Tasks More ~ & New ~ Impersonating Q A
Ol ¢ Select ~ Q=Y H Reply @+ Move to Junk || Mark ~ : ~llv B
Check it out, Dan!
Drafts 23KB ~ From danh © 12/6/23 2:59 PM
To danjansen@example.com <danjansen@example.com>
Deleted Items
Junk Email
Hey, Dan

Sent ltems

Just got our domain set up in SmarterMail, and this is our inaugural message! Pretty cool,
huh?!

I'l get everyone else added and we'll be up and running in no time.
Take Care

Dan "Hendo" Henderson
Your Friendly Neighborhood Domain Administrator

2.3KB Used @ 1unread / 1 item

Of course, this is just the tip of the iceberg! There is much more you can do with SmarterMail,
but this at least gets you started. Take a look at the additional help topics listed below and

start your journey towards successful SmarterMail server administration.

Additional Helpful Links

Adding New Domains

As a system administrator, it's easy to add new domains, whether using custom

configurations or default settings for every domain you add.

» Adding a New Domain
» Domain Configuration

« Domain Defaults

Adding New Users

As a domain administrator, adding users is quick and easy, whether using custom

configurations or default settings for every user you add.
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» Adding a New User
« User Configuration

» User Defaults

Configuring Antispam
SmarterMail offers a number of antispam options, free of charge, right out of the box. Setting

them up helps protect your users and your server.

 Antispam Options
» Spam Checks
* RBLs and URIBLs

General Security Settings

After Antispam, configuring user password requirements, system events and some other

important security features is a great next step to securing your server.

« Password Requirements
* System Events
« IDS Rules

* There are additional precautions you can take as well.

DNS Configuration for a Mail Server

Before a mail server is ready to be put in service, some DNS configuration is necessary for the

domain(s) on the server so that mail can be sent and received.
« DNS Configuration for a Mail Server

Sending Your First Email

Once everything is set up, it's time to test things by sending your first email.
« Sending Your First Email

Ports

A mail server also requires specific ports to be opened to the outside world. Therefore, if you
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have a firewall sitting in front of your network, or your mail server, you'll want to open the

following ports:

+ 25 - Commonly used for SMTP traffic.

53 - DNS Resolution. NOTE: Port 53 is used for DNS only. If DNS is not run on the
SmarterMail server, this port does not need to be open.

« 80 - Used to access SmarterMail's web client. Also used by EAS.

« 110 - Used for POP connections made to the server.

* 143 - Used for IMAP connections made to the server.

« 389 - Used for LDAP connections to the server.

* 443 - Used to access SmarterMail's web client over SSL. Also used by EAS.

* 465 - SSL/TLS SMTP Port.

+ 587 - Submission Port - Commonly used as an alternative port number for SMTP
traffic (supports SSL/TLS).

* 993 - SSL/TLS IMAP Port.

¢ 995 - SSL/TLS POP Port.

* 50099 - Used for XMPP (live chat) connections.
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General Information

What is SmarterMail?

SmarterMail is an award-winning email, collaboration and group chat server that easily meets
the needs of any sized business, from the individual proprietor to large corporations and

enterprise organizations. Features include:

« A rich, modern webmail interface optimized for desktops, tablets and smartphones
« An integrated chat system that can be used right from the web interface or integrated
with third-party chat clients

« Integrated online meetings that include group chat, inline file sharing, and
audio/video conferencing

« Full collaboration features such as personal shared contacts, calendars, tasks and
notes

« Domain collaboration shares for things like calendars, notes, tasks, and contacts

« Support for advanced features like delegation, contact groups, to-do lists, etc.

« Sender verification shield that shows the validity of a sender using various antispam
checks (SPF, DKIM, etc.)

« Integrated file storage PLUS the ability to use OneDrive and Dropbox for file storage
« Detailed reporting at the mailbox, domain and system levels

« Email and chat archiving, ideal for compliance requirements

* Integrated intrusion detection and DDoS protection

 Advanced synchronization with third-party desktop and mobile email clients (Apple
Mail, Windows Mail, eM Client, Android, iOS, etc.)

« The only server-side support for complete integration with Microsoft Outlook,
providing features just like you get when using Outlook with Microsoft Exchange

« Structured and multi-layered antispam and antivirus tools included at no additional
charge

« Optional add-ons such as EAS (Microsoft Exchange ActiveSync), MAPI/EWS, Cyren
Premium Antispam, Message Sniffer, and other antivirus/antispam products

* Incoming/outgoing gateway support
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« Failover functionality

* Much more

With lower hardware requirements, superior stability and reduced maintenance costs,
SmarterMail has significantly lower total cost of ownership and is the best-in-class Microsoft

Exchange alternative for businesses and hosting companies.

SmarterMail Edition Explanation

Enterprise Edition

SmarterMail Enterprise has everything in the Professional Edition plus additional tools and
features a business needs to bring an entire organization together. With the MAPI & EWS and
EAS add-ons, SmarterMail Enterprise is truly a complete and affordable alternative to
Microsoft Exchange. It's perfect for businesses looking for enterprise features, web hosting
companies, ISPs and other service providers who want to offer a collaborative messaging

platform. Some additional features that set Enterprise apart from Professional include:

¢ Online Meetings

* Live chat

« Failover functionality

« Ability to mark a domain as hosted externally

* LDAP support

« Active directory authentication

 Email and chat archiving for SOX, HIPAA or other regulatory requirements

« The ability to purchase and integrate one, or both, of the following licensed add-ons:

« EAS for mobile (e.g., Outlook Mobile) synchronization

« MAPI & EWS for Microsoft Outlook 2016 and above on Windows (MAPI), plus Apple
desktop client synchronization (Outlook for Mac, Apple Mail) and eM Client on
Windows (EWS).

SmarterMail Professional

SmarterMail Professional is a complete and feature-rich mail server. It offers the essentials:
email, calendaring, contact lists, tasks and notes and the ability to share and collaborate on

all of these features. It's the ideal solution for a business or organization that focuses on
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using primarily webmail for their day-to-day operations and includes the ability to sync
mobile and desktop clients using IMAP, POP, CalDAV and CardDAV. SmarterMail Professional

is a great solution for a number of small businesses or for individual users.

SmarterMail Free

SmarterMail Free contains much of the same functionality as SmarterMail Enterprise, but is
limited to one domain with up to 10 users. This is to give you an opportunity to try all the

features out before making a decision on what product to purchase.

SmarterMail Edition Comparison

You can also refer to the following edition comparison chart for more information about each

edition.

Features 1 Free Pro Enterprise
Migration and Converters

Mail server . . .

converters for a
wide variety of
competitors

Mailbox migration | . .
for email, calendar,
contacts and tasks

Automation using (Web Services/ REST )

Compatible with . . .
wide variety of
control panel

companies

Add/edit domains |- . .
and users

Add/edit calendars, | . .
tasks and notes

Add/edit RSS feeds |- . .
Retrieve user and . . .

domain statistics
via Web services 2

Collaboration

Scheduling . .
(Replace services
like Harmonizely)

Public Folders . . .
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CalDAV and
CardDAV support

Outlook Scheduling
Assistant support
(requires MAPI &
EWS add-on)

Microsoft Outlook
2007 and higher
synchronization

eM Client
synchronization

Apple Mail,
Contacts, Calendar
synchronization

Mozilla
Thunderbird and
Lightning
synchronization

Webmail reminders
system

Webmail
availability of
attendees

Webmail personal
contacts

Webmail Global
Address List (GAL)

Webmail personal
calendars, tasks and
notes

Shared calendars,
contacts, tasks and
notes

Delegation
(Available in clients
using supported
protocols such as
MAPI & EWS)

Chat and Online Meetings

XMPP server

Chat (Audio, video,
and text between
individuals)
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Online Meetings
(Audio, video, and
text for groups)

File upload support
for Chat and Online
Meetings

Search, view and
print archived chats

Compatible with
XMPP-supported
chat clients

Mail Server Protocols

MAPI & EWS
support (Native
support for desktop
clients: Microsoft
Outlook, eM Client)

Add-on

EAS support
(Native support for
mobile clients and

apps)

Add-on

SMTP

IMAP 4 and IMAP
IDLE

POP3

LDAP

Message retrieval
via POP and IMAP

Antispam Measures

Default and custom
RBL support

Default and custom
URIBL support

Message Sniffer
available

Add-on

Add-on

Cyren Premium
Antispam available
(Includes Cyren IP
Reputation
Management)

Add-on

Add-on

Inbound and
outbound spam
checking
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Spam quarantine
(outgoing
messages only)

Spam checking on
POP3 message
retrieval

Outgoing spammer
detection and
limiting

SpamAssassin-
based Pattern
Matching Engine

Support for
distributed
SpamAssassin
servers (Linux or
Windows)

Support for remote
Rspamd servers

SPF record
checking

DKIM Mail Signing

DMARC support

RBL listing
detection

Reverse DNS
checking

Greylisting (based
on IP, sender
location, spam
weight, etc.)

Configurable spam
weights for system,
domain and users

Configurable spam
headers

Trusted senders

Requiring SMTP
authentication for
outgoing messages

Support for
Declude

Antivirus
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Cyren Zero-hour
Antivirus

Add-on

Add-on

Out-of-the-box
ClamAvV

Support for third-
party real-time
antivirus solutions

Support for third-
party command-
line antivirus
solutions

Support for a
remote ClamAV
server (Linux or
Windows)

Virus quarantine
(outgoing
messages only)

Security/Attack Prevention

Inbound and
outbound TLS

Inbound and
outbound SSL

SSL/TLS
Automation

Server Name
Identification (SNI)

Block
Authentication by
Country

IDS Blocks by Class
C

Active Directory
Authentication
(ADX)

Two-Step
Authentication (2FA
- users and
administrators)

Optional alternate
SMTP port
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SMTP
authentication by
domain

Restrict
administrator
access via IP

Brute force
detection for
Webmail

Manual and
automatic IP
whitelisting/blacklist

ng

Automatic harvest
attack prevention

Automatic denial of
service prevention

Malicious script
filtering in webmail

Throttle user and
domain activity

Throttle incoming
bounces to prevent
saturation

Reporting

Real-time
performance
dashboards (traffic
stats)

Basic reports (disk
usage, file storage,
etc)

Advanced
summary/trend
reports
(connections,
traffic, spam, virus,
etc.)

Data drill down for
summary reports

Reporting statistics
exposed as
PerfMon counters
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Export reports to
CSV and tab
formats

Events and Notificati

ons

Event-driven
architecture

Notification profiles

Configurable
system, domain
and user events

Assign actions to
events (e.g.
command-line,
notifications, etc.)

Default notification
to all users when
disk quotas are
reached

Message Archiving

Sarbanes-Oxley
compliance 3

Enable message
archiving by
domain

Messages .ZIP
compressed to
reduce space
necessary

Search, view and
print archived
messages

Messages stored in
.EML format

Administration

Mark a domain as
hosted externally

Remote wipe of
mobile devices
(requires EAS add-
on)

Support for auto-
discovery
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Performance
counters (POP
threads, POP
connections,
message
sent/received, etc.)

Two-Step
Authentication
(2FA)

Failover
functionality

Administration
from a Web
browser

Login
Customization

Multiple system
administrator
accounts

Review and
download log files
from interface

Users can be
limited to specific
protocols (IMAP,
POP, SMTP)

Mass propagation
of settings for
domains/users

Mass messaging to
some or all users
and domain
administrators

Prioritize SMTP
based on message
type, domain or
user

Spool functionality
that allows third-
party integration

Configurable
outbound SMTP IP
addresses
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Multiple spools
(smart spooling)

Manage all
connections

Manage current
blocks

Immediate
blacklisting of
connections and
sessions

Configurable user
password strength
requirements

Configurable user
settings by domain

Configurable
logging for all
protocols

Password
compliance
reporting and
enforcement

Folder auto-clean
to enforce user
guotas

Domain-wide and
system-wide
footers

SmarterMail search
indexing

Web Interface (Webmail)

Multi-language
compatible

Sender Verification
Shield

Easily unsubscribe
from mailing lists

Block email trackers

Optimized web-
based performance

Compatible with
mobile devices
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Preview message
attachments

New message
notifications from
anywhere in
interface

Thumbnails for
image file
attachments

Download all
attachments as .ZIP

Upload
attachments in the
background

File storage

Automatic save as
draft

Click-to-map, click-
to-call and click-to-
mail functionality

Follow-up flagging

Linked emails and
tasks

Advanced content
filtering

Advanced spam
filtering rules

User-level auto-
clean

Support for
multiple languages

Email address auto-
complete similar to
Microsoft Outlook

Import and export
contacts

Support for user
and domain aliases

Multiple signatures
support

Multiple
identity/SMTP
support
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Mailing Lists

Bounce detection

Automatic removal
of subscribers on
bounces

Optional double
opt-in

Subscriber custom
fields

Friendly
unsubscribe links in
messages

Common
subscriber database
for all mailing lists

Merge variables
and custom fields
into messages (mail
merge)

Enable auto-
generated response
to mailing list
commands

Enhanced mailing
list compose with
attachments

Customized
command
messages

Mail logging per
subscriber

Message
prioritization of
mailing list

Throttling of
mailing lists

Gateways

Round robin or by
domain

Use as SmartHost
or inbound
gateway
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Use as backup MX |« . .
server

Use as outbound . . .
gateway

User authentication |« . .

and SSL/TLS
support for
outbound gateways

Gateway . . .
authentication with
other SmarterMail
servers

Gateway can have |« . .
domain exceptions

Spam checking . . .
available on
gateways

Greylisting . . .
available on
gateways

1 SmarterMail Free contains much of the same functionality as SmarterMail Enterprise, but is
limited to one domain with up to 10 users. This is to give you an opportunity to try all the

features out before making a decision on what product to purchase.

2 For more information about using Web services with SmarterMail, see Automation with

Web Services .
3 Consult your compliance professional to determine applicability to your organization.

For further assistance choosing the right edition, please contact the sales department by
emailing sales@@smartertools.com . During business hours you can also start a live chat or

call us at 1.877.357.6278.

How SmarterMail Works

There are two components that work together within SmarterMail: the webmail client and the

Windows Service.
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Webmail Client

SmarterMail's webmail client is really the only thing system administrators, domain

administrators, and standard users need! With support for any desktop or mobile browser...

Standard users have a versatile, yet lightweight, method of managing their accounts as well

as sending/receiving email, managing their calendars and contacts, and more.

Domain administrators have access to their own mailbox as well as domain settings for things
like adding users, propagating settings changes, adding domain shares, reviewing domain-

level reports, and more.

System administrators can manage domains, set domain defaults and propagate those
defaults, manage antispam and antivirus, set password requirements, administer IDS and

other security protections, review domain and system-level reports, and more.

Regardless of what role you play, all of this is done through the same interface, using any

browser from anywhere in the world - it simply adjusts based on the login used.

That said, and as functional as the webmail client is, users can also opt to add their accounts
to their favorite mobile and/or desktop email client. (Though domain and system

administration is handled solely via the webmail client.)

Windows Service

The SmarterMail Service (mailservice.exe) is the backbone of SmarterMail. Running as a
Windows Service, it controls data storage and retrieval, protocol services, administrative
functions, etc. It, essentially, IS SmarterMail. The service installs by default, and runs in the

background ensuring SmarterMail does all of the things you expect.

Roles in SmarterMail

Generally, there are 3 major roles in SmarterMail:

« System Administrators - System administrators are responsible for all aspects of
running a safe, secure and high-performing mail server. That includes having solid
antispam and antivirus solutions and rules in place, ensuring mail flows into and out of
the spool, monitoring server memory and disk space usage, managing overall

performance of the mail server and much, much more.
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« Domain Administrators - Domain administrators are responsible for managing the
domain as a whole. That means creating users, watching users' disk space usage,
managing spam and virus controls for users, managing mailing lists, reviewing domain
and user reports, and much more.

« End Users - End users are the lifeblood of SmarterMail. They use webmail all day,
make calendar appointments, sync their mailbox, calendar and contacts to a variety of
mobile and desktop devices and clients, and so much more. Users keep domain and
system administrators on their toes, and are sure to let someone know if something

isn't working correctly.

These various roles are hierarchical as well. The system administrator manages the entire
SmarterMail installation, overseeing all domains and users on the server, imposing limits and
making judgements about which features domain administrators can control for their users.
The domain administrator manages just the domain they're part of, and, therefore, defers to
the judgement and settings propagated by the system administrator for their domain.
Domain administrators may have the ability to manage some settings, but these options are
granted to them by the system administrator. Finally, users abide by the rules and settings
imposed by the domain administrator. Users may have some control over their own accounts,
but this flexibility is dictated by the domain administrator. The diagram, below, shows the
"Order of Operations" of the various Roles within SmarterMail and, really, almost any other

email server:
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Installation and Deployment

Browser Requirements

Desktop
SmarterMail is fully supported by any modern and updated desktop browser. Minimum

versions supported:

» Google Chrome
* FireFox

* Microsoft Edge
« Safari

* Opera

Note: Any browser you use with SmarterMail should also support WebRTC to ensure video
conferencing works for you and any participants. In addition, using any versions of the above

browsers that are over a year old may lead to poor performance of the webmail interface.

Mobile

In addition to working with most mobile email clients, not to mention third-party calendar
and/or contact apps, SmarterMail offers the same robust webmail experience on mobile as it
does on the desktop. As long as the mobile browser you use supports CSS, JavaS